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Vulnerability & CVEs

• Command Injection in Google Gemini CLI: Google Cloud VRP, Bounty Confirmed :GitHub Stars: 74K
• Path Traversal in Microsoft Azure NLWeb: Featured By Media, The Verge
• CVE-2024-39693: DoS in Next.js (<13.5), a popular React framework GitHub Stars: 134K CVSS 8.7
• Path Traversal and RCE in Anthropic MCP Servers: Path Traversal in Git MCP and JSON Config Injection in
Memory MCP GitHub Stars: 68K

• CVE-2025-55322: GUI Agent OmniParse, RCE via failure in Authentication and DNS Rebinding. GitHub Stars:
23K

• CVE-2025-27508: Weak cryptographic algorithm in Distributed P2P Data-driven Workflow from NSA Emissary
Project (<8.24.0). CVSS 7.5

Talk

• Invisible Threats in AI Agents and Apps: Real-World 0-Days Everyone Should Know, Silicon Valley Cyber-
security Meetup, 200+ Attendees

Whitepapers

• Secure Agentic System Design - A Trait-Based Approach, Reviewer, Cloud Security Alliance, 2025
• Cloud Native AI Security Whitepaper, Author, CNCF Security Technical Advisory Groups, In Review, 2025
• Software Supply Chain Best Practices v2, Reviewer, CNCF Security Technical Advisory Group (TAG), 2024

Work Experience

Wyze Labs May. 2024 – Present
Senior Cloud Security Engineer
Lead Cloud and AI end-to-end security engineering from cloud account-level down to instance-level, and from code
to production services. Responsible for security across 200+ AWS accounts, 3 AWSOrganizations, 20+ GCP projects,
and 2 Azure subscriptions.

• DevSecOps Ownership: Fully owned and drove DevSecOps initiatives, embedding security across development
lifecycle on 2000 Code Repo, inlcudes firmware, mobile applications, Cloud and AI services leveraging GitHub
Action and Argo Workflow.

• Cloud & AI Product Security: Securedmajor Cloud and AI product launches, including AI Video Search (internal
vector search DB) and Descriptive Alerts (Vision-Language Model).

• Secure Code Review: Performed manual security code reviews for critical services written in Python, Go, Java,
and C++ (firmware), identifying and mitigating key vulnerabilities pre-production.

• Security Review Automation Pipeline: Built security review pipelines, from Architecture Threat Model to API
Pentest

• Cross-Cloud Secure Design: Design and implemented secure, federated workload identity access across AWS and
Azure using OIDC integrations, from AWS IAM roles to Azure Service Principals.

• Credential Management: Led successful removal of 200+AWS IAMusers and eliminated hard-coded credentials,
built secret lifecycle management policy and tools, reduced Mean-Time-To-Recover from 6 Hrs to 3 Hrs

• Security Controls & Compliance Guardrails: Developed and deployed proactive security measures including
AWS SCPs, Terraform policy, SBOM scanning with Trivy.

• Vendor Security & OSINT Capability: Conducted rigorous third-party security assessments (e.g., LiveX AI,
Palona AI discovered SSRF; ParcelLab found PII leakage). Established Wyze’s Open Source Intelligence (OSINT)
capability for proactive security monitoring.

• Security Education & Champion Program: Led internal Security Champion initiative and provided targeted
secure development training to 100+ engineering team members.

• Incident Response & Bug Bounty: Managed vulnerability disclosure programs, external researcher communica-
tions, and incident response.

Stealth Startup May. 2023 – April 2024
Founder & Lead Architect

mailto:guanaonan@outlook.com
https://dblp.org/pid/184/0022.html
https://www.linkedin.com/in/aonanguan/
https://github.com/0dd
https://www.credly.com/users/aonan-guan/badges
https://www.theverge.com/news/719617/microsoft-nlweb-security-flaw-agentic-web
https://github.com/advisories/GHSA-fq54-2j52-jc42
https://github.com/modelcontextprotocol/servers/pull/2726
https://github.com/microsoft/OmniParser
https://github.com/advisories/GHSA-hw43-fcmm-3m5g
https://www.meetup.com/silicon-valley-cybersecurity/events/309458502/
https://www.scribd.com/document/897218309/Secure-Agentic-System-Design-A-Trait-Based-Approach-20250725
https://docs.google.com/document/d/1uhleMu_HBfkdhLKzxtAephDrvALt5NYaWhZNBPqtt_E/edit
https://tag-security.cncf.io/community/working-groups/supply-chain-security/supply-chain-security-paper-v2/Software_Supply_Chain_Practices_whitepaper_v2.pdf
https://www.wyze.com/pages/ai-video-search
https://support.wyze.com/hc/en-us/articles/32693597570587-What-is-Descriptive-Alert
https://bugcrowd.com/engagements/wyze


• Led the design and deployment of AWS cloud architecture supporting an organization with over $400K in monthly
recurring revenue (MRR)

• Implemented organization-wide Service Control Policies (SCPs) and automated reserved instance coverage to re-
duce cost and prevent billing fraud

• Developed account governance automation to enable AWS account bootstrapping within the organization and en-
force account baseline standards

• Built centralized security monitoring using Amazon GuardDuty and led cloud incident response operations

Amazon - Retail and AWS Nov. 2020 - May. 2023
Security Solutions Architect

• Acted as the PoC for the Amazon 3rd-party application Audit program, drove 90 ISVs’ security compliance.
• Reviewed Amazon 3rd-party applications with PII access, built threat modeling and architecture review with ISVs,
and raised the security standard of 3rd-party applications in the Amazon Selling Partner Appstore.

• Worked with an external auditing firm to review the evidence collected from external ISVs; translated Amazon
Standard DPP into testable auditing framework items.

• Worked with the SDE team and PM team to launch SP-API Guard, defining the auto-auditing evidence collection
app and framework to scan the AWS environment security posture in ISVs’ environments.

• Co-worked with the Product Management team, conveyed integration security best practices on the Amazon De-
veloper Doc-site with over 2K page views and 5 ISVs’ adoptions.

• Spoke on the Amazon Developer webinar series for over 200 AWS developers; recording available at Amazon
Developer University Channel.

• Mentored 2 junior engineers, designed and implemented 4 serverless solutions for Amazon SP-API Security,
delivered with CloudFormation IaC templates; showcased in AWS GitHub.

Cisco Systems - Webex April 2020 – Nov 2020
Software Engineer, Cisco WebEx Platform Infra Team, owns all Cisco Webex Infra includes FedRamp Environment
GitOps Infrastructure Provisioning and Service Deployment
• EnhancedAnsible scripts for provisioningK8s clusters on various cloud providers (OpenStack, GCP, AWS,Azure).
• Optimized GitOps CI pipeline with mergeable checks pre-Infra template provisioning and automated service de-
ployment reduced the failure pre-development.

• Improved Helm Chart 3 capability support for automated deployment on Kubernetes (K8s) from Helm Chart 2.
Configuration Management & Deployment
• Integrated IaaS APIs, devised methods for managing AWS EC2, OpenStack, VMware cloud services instances,
including scaling out over 5000 AWS EC2 instances andmanaging 100,000 VMs in CiscoData centers. Abstracted
APIs using Python Django Framework, enabling data center-wide accessibility.

• Integrated docker image vulnerability scans into CI pipeline using Jenkins.
• Orchestrated Infra as Code with Terraform, integrated IaaS APIs, onboarded 100K+ VM instances’ clusters using

Python Django, resolving 429 throttling with an async batch approach
• Refactored frontend from jQuery EasyUI to Vue.js, encapsulated reusable components, developed 20+ Single

Page Apps, reducing response time from 600ms to 100ms.
• Supported 70+ SDEs and SREs across global locations (UK/India/US), achieving 99.999% SLA uptime.

Publication

- Aonan Guan, Jie Chen, Tiffany Ya Tang: ”Voices of Autism”: Sentiment Analysis in Three Chinese Websites on
Nonverbal Autistic Children. AICCC 2018: 115-120 2018
- Pinata Winoto, Tiffany Ya Tang, Xiaoyang Qiu, Aonan Guan: Assisting, Not Training, Autistic Children to Recognize
and Share Each Other’s Emotions via Automatic Face-Tracking in a Collaborative Play Environment. HCI (7) 2018:
628-636 2018
- Tiffany Ya Tang, Pinata Winoto, Aonan Guan, Guanxing Chen: ”The Foreign Language Effect” and Movie Rec-
ommendation: A Comparative Study of Sentiment Analysis of Movie Reviews in Chinese and English. ICMLC 2018:
79-84 2018
- Tiffany Ya Tang, Pinata Winoto, Aonan Guan: On Active Sharing and Responses to Joint Attention Bids by Children
with Autism in a Loosely Coupled Collaborative Play Environment. IDC 2017: 717-720 2017
- Pinata Winoto, Tiffany Ya Tang, Aonan Guan: I will Help You Pass the Puzzle Piece to Your Partner if This is What
You Want Me to: The Design of Collaborative Puzzle Games to Train Chinese Children with Autism Spectrum Disorder
Joint Attention Skills. IDC 2016: 601-606 2016
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Certifications

• Certified Information Systems Security Professional (CISSP)
• CKS: Certified Kubernetes Security Specialist
• AWS Certified Solutions Architect – Professional
• AWS Certified DevOps Engineer – Professional
• AWS Certified Security – Specialty
• AWS Certified Machine Learning – Specialty

Education

Georgia Institute of Technology 2019 – 2021
M.S. in ECE Computer System and Software track

Kean University 2015 – 2019
B.S. in Computer Science
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